
Cyber ROAD 
Development of the Cybercrime and 
Cyber-terrorism Research Roadmap 

A practical look into scenario building and 
identifying relevant research gaps 

 



Main steps of CyberROAD roadmapping  

WP2 

WP3 & WP4 

WP5 & WP6 



A widely used approach in exploratory roadmapping (see Refs.) 
 
In the Cyber ROAD context: 
 

•  SCENARIO 
a concise and schematic representation of the actual or of a future state, aimed at 
identifying  threats and defences 

•  STATE 
–  the whole set of technological, social, economic and political conditions that 

define the context of CC and CT 
–  the corresponding specific threats and defenses 

•  THREAT 
       any circumstance or event, not necessarily related to technology, with the potential to  
       adversely impact either an information system or the society or group of people 
       which makes use of and benefits from the services offered by that system 

•  DEFENCE 
any mechanism, not necessarily technological (i.e., a policy, a legislative framework, 
etc.), with the potential to either stop or mitigate a threat, or to make its legal 
prosecution easier 

Scenario building & templates 



Set of actual views 

Set of future views 

Gaps 

Gap analysis 

Gap analysis  



Scenarios & Views: Cybercrime and 
Cyberterrorism perspective 



Gap identification methodology 



 

 

 
 

 

 

 

 
 

 

Social Networks: Cybercrime 



Social Sharing: Example Gap analysis 



Social Sharing: Example Gap analysis 



Social Sharing: Example Gap analysis 



 

 

 

 

 
 

 

 

Social Networks: Cyberterrorism 



Social Sharing: Example Gap analysis 



 

 

 

 

 

 

 

 

 
 

 
 

 

 

 

Attribution: Cybercrime 



Attribution: Example Gap analysis 



Attribution: Example Gap analysis 



Attribution: Example Gap analysis 



 

 

 

 
 
 

 
 

 

 

 

 

Attribution: Cyberterrorism 



Attribution: Example Gap analysis 



Attribution: Example Gap analysis 



Attribution: Example Gap analysis 



Industry 4.0 – Cybercrime 

 
 

 

 
 

 

 



Industry: Example Gap analysis 



Industry: Example Gap analysis 



Industry 4.0 – Cyberterrorism 

 
 

 

   

 



Industry: Example Gap analysis 



Industry: Example Gap analysis 



Research gaps 
(from gap analysis) 

Research topics 
(clusters of research gaps) 

Prioritizing gaps 
and research topics 

Identifying research actions 
for each research topic 

Placing the actions in a time frame 

Roadmap construction 



Summary of the roadmapping technique 
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