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CYBERCRIME METRICS – SHOCK & AWE 
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WHAT’S HAPPENING RIGHT NOW?
WHAT’S THE COST?



World View & Country Drill Down - HostExploit 
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Global Security Mapping – Today’s Attacks - Europe 

•  # of Networks attacked

•  56% above normal 



World View & Country Drill Down - HostExploit 

Global Security Mapping – Today’s Attacks - US

Automated scanning trojans and worms 
looking to infect new computers scanning 

randomly generated IP addresses

Cybercrime Metrics & Threat Data - CyberROAD Cagliari June 25 2016



World View & Country Drill Down - HostExploit 
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Global Security Mapping – Today’s Attacks – RU & Asia



•  Based on Attack Traffic  (DDoS, etc.) •  Network Attacks 

“Attack traffic,” meaning countries and regions where 
port probes, worm, malware, viruses, and reflection 
attacks originate. 
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•  Peak attack traffic:  2008 - just over 30 GBPs took out Georgia

•  Unlawful intrusion attempts detected:  - 2011 -  2.6 billion / 2008 – 0.38 billion
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•  Intruders & attackers? - probes, botnets, zombies, vulnerability 
scanners, scrapers, malware & worms…

•  In 2009 - 2014 we observed a 95% correlation - extrapolated the 
data to make predictions up until 2016
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•  Renewed predictions show attacks exceeding 1 
Tbps by 2017 

•  In 2015 / 2016 against ‘BBC’ = 600GB/sec



CYBERCRIME METRICS – What do the e-citizens think? 
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Top          Down
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1. Education in cybercrime prevention

2. Cyber security management

3. Laws and policies on cybercrime

4. Risks & effects of cybercrime

5. Economic impact of cybercrime

6. Cybercrime definitions and classifications

Top 6 From stakeholders



WE TALK ABOUT RESEARCH TOPICS, BUT WHAT 
SHOULD BE THE BUDGET?
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What should the EU spend on cybersecurity research 
and why?



 

 

 

 

 

 

 

 

Cybercrime Metrics & Threat Data - CyberROAD Cagliari June 25 2016

McAfee, Intel, & others



CYBERCRIME METRICS & THREAT DATA (THEORY) – EPIDEMIOLOGY 
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Cholera / Ebola (Disease)    
       

BankTexeasy / Tilon (Banking Malware)
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  Epidemiology: the science that studies the 
patterns, causes, and effects of health and 
disease in defined populations.

  Cholera, Bubonic Plague, Aids, Ebola! 

  Ransomware, Stuxnet, Zeus, Conficker, 
BlackEnergy…. + DDoS, Spam…

  Cybercrime & Cyber Threats = the public 
health analogy – an epidemiological 
approach. – i.e. patterns & causes

  Just to note: The science of: Public health & 
epidemiology = >150 years – Cybercrime & 
Threat Data research = < 10 years

  Policy decisions and evidence-based 
practice by identifying threats and targets for 
prevention.
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“We are in a ‘technology arms race’ with 
terrorists recruiting an army of hackers to their 

cause” 
– The Guardian

“If our electricity supply, or our air traffic control, or our 
hospitals were successfully aattacked online, the impact 

could be measured not just in terms of economic ddamage 
but of llives lost.” 

– The Independent 

"[The Paris attacks] have added... urgency to countering 
the extremism problem. Dealing with material online is 

the first item on the agenda.“ 
- EU's counter-terrorism chief 
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source: http://sourcebits.com/app-development-services/mobile-app-
development/
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Cleaning up the Garbage in Cyber Space – why? 
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“The cleaner a nation’s national cyberspace, less 
attacks on its national infrastructure & lower numbers of 

cybercrime victims” 
Disease Control? Epidemiology…?  



Threat Data and Analysis…… Big Data
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“Prevention of the disease is better than treatment or control”

Thanks for listening  
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