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Threats

Natural Disaster

Damage, Loss of IT 
assets

Outages

Nefarious, activity, 
abuse

Deliberate 
physical attacks

Unintentional data 
damage

Failures, 
malfunction

Eavesdropping, 
Interception, 

Hijacking

Legal
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Results

Survey 647556

Number of records in this query: 68
Total records in survey: 68
Percentage of total: 100.00%
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for dataidentification1

 Organization/Company name

Answer Count Percentage

Answer 24 42.86%  
No answer 32 57.14%  

ID Response

4 Infraestruturas de Portugal
3 Infraestruturas de Portugal, SA
5 Autoridade Tributária e Aduaneira
7 Núcleo de Informática Forense-Autoridade Tributária e Aduaneira
9 Polícia Judiciária
15 Ministry of Foreign Affairs
23 Maritime Police
25 Mossos d'Esquadra-Catalan Police
26 Immigration and Borders Service
30 Federal Police Belgium
31 DGS- National Plan For Mental Health
33 National Guard
37 Counter Terrorism Unit of the Grand-Ducal Police (Luxembourg)
41 GNR
42 Guarda Nacional Republicana
47 UNODC
51 Spanish National Police
53 Cefriel
54 INDRA
56 CEFRIEL
62 Vitrociset
63 Hellenic MOD/Cyber Defence Directorate
67 Counter Terrorism Centre
69 Royal Gibraltar Police
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for dataidentification2

Organization Type

Answer Count Percentage

Governmental (2) 9 16.07%  
Legal, Law Enforcement (3) 11 19.64%  
Military and Defense (9) 2 3.57%  
University (4) 2 3.57%  
Energy (5) 0 0.00%  
Transportation (6) 0 0.00%  
R&D (7) 0 0.00%  
Other 3 5.36%  
No answer 29 51.79%  

ID Response

29 press
47 International
62 Industry (ICT)
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for dataidentification2

Organization Type
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for dataidentification3

Country

Answer Count Percentage

Austria (L001) 0 0.00%  
Belgium (L002) 1 1.79%  
Bulgaria (L003) 0 0.00%  
Cyprus (L004) 0 0.00%  
Croacia (L005) 0 0.00%  
Denmark (L006) 0 0.00%  
Slovakia (L007) 0 0.00%  
Spain (L008) 3 5.36%  
Estonia (L009) 0 0.00%  
Finland (L010) 0 0.00%  
France (L011) 0 0.00%  
Greece (L012) 1 1.79%  
Hungary (L013) 1 1.79%  
Ireland (L014) 0 0.00%  
Italy (L015) 3 5.36%  
Latvia (L016) 0 0.00%  
Lithuania (L017) 0 0.00%  
Luxembourg (L018) 1 1.79%  
Malta (L019) 0 0.00%  
Netherlands (L020) 0 0.00%  
Poland (L021) 0 0.00%  
Portugal (L022) 16 28.57%  
Inuted Kingdom (L023) 1 1.79%  
Czech Republic (L024) 0 0.00%  
Romania (L025) 0 0.00%  
Sweden (L026) 0 0.00%  
No answer 29 51.79%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for dataidentification3

Country
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Concept2

Before answering and for the purpose of the questionnaire, a differentiation must be considered on the
concept of cyberterrorism. It comprises:       “Cyberterrorist acts” the possibility to use electronic

means/information technologies to perpetrate attacks, whose dimension threaten human lives, may cause
huge damage, challenging and jeopardizing the State security based on democracy and the rule of law.
Such attacks have a political-ideological and/or religious motivation;       “Cyberattacks perpetrated by

terrorists” such as defacement of sites, disturbing the regular functionality of services as TV Channels and
other infrastructures. These attacks may have a great impact on society holding the potential to disturb the

organization of the societies;       “Use of Internet by terrorists” – the use of Internet / Information
technologies by terrorists for terrorist purposes like propaganda, financing, communication, recruitment,
plotting, indoctrination, radicalization etc.….     Do you agree with the above definitions of cyberterrorism?

Answer Count Percentage

Yes (Y) 37 69.81%  
No (N) 4 7.55%  
No answer 12 22.64%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Concept2

Before answering and for the purpose of the questionnaire, a differentiation must be considered on the
concept of cyberterrorism. It comprises:       “Cyberterrorist acts” the possibility to use electronic

means/information technologies to perpetrate attacks, whose dimension threaten human lives, may cause
huge damage, challenging and jeopardizing the State security based on democracy and the rule of law.
Such attacks have a political-ideological and/or religious motivation;       “Cyberattacks perpetrated by

terrorists” such as defacement of sites, disturbing the regular functionality of services as TV Channels and
other infrastructures. These attacks may have a great impact on society holding the potential to disturb the

organization of the societies;       “Use of Internet by terrorists” – the use of Internet / Information
technologies by terrorists for terrorist purposes like propaganda, financing, communication, recruitment,
plotting, indoctrination, radicalization etc.….     Do you agree with the above definitions of cyberterrorism?
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Concept3

 If you don`t agree

Answer Count Percentage

Answer 2 40.00%  
No answer 3 60.00%  

ID Response

15 The definition of cyberterrorist acts should also include a reference to ethnic motivations. 
The definition of cyberattacks is not adequately develloped. We suggest the following
sentence:"...disturbing the regular functionality of public and private organisations, services
and infrastructures..."

25 First definition: I would change the concept of"Cyberterrorist acts" for the concept of
"Cyberterrorist Threat".

I'm agree with the other definitions.
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Legal1

 How does your legal system pursue cyberterrorism?

Answer Count Percentage

Answer 18 45.00%  
No answer 22 55.00%  

ID Response

4 Do not know
3 .
5 police
9 With a special Rule of Law (legal framework) for the terrorists acts, implementing EU

recomendations
16 The portuguese legal system seems to be comprehensive regarding the prevention anf fight

against terrorism and cyberterrorism. Law 52/203 and Law 109/2009 apply.
19 There is a special force designed to investigate these acts located at the Judicary Police

under the control of the Ministry of Justice. Prosecutors and judges have the power to initiate
and conduct the police investigations and bring the offenders to court

30 In the penal code there are some articles that can be used for this topic
31 I think it is security agencies
41 Our legal system pursue the cyberterrorism with de National Strategy in the combat against

terrorism.
42 Our legal pursue the cyberterrorism with the National Strategy of combat against terrorism.

Aditionally there is the Law nº52/2003, 22 Agoust - Combat of Terrorism and the Penal Code 
51 Spanish penal law considers some specific behaviours related to cyberterrorism:

-  acts to praise terrorist organizations on the Internet, 
- attacks against computer systems 

53
54 N/A
56 jut applying the existing EU laws
62 Recently, the Italian Government passed a comprehensive bill against terrorist activities,

including those perpetrated online. Aggravated penalties are applied for incitement to
terrorism through computers and telematics, and against proselytism and radicalization. 
Website used for terroristic propaganda will be black-listed, monitored and, if necessary,
shutted down, under the order of the competent Court.

63 Similar to "common" terrorism. Since there are some gaps in our national legislation about
cyberspace, cyber-terrorism isn't addressed individually so far.

67 Cyberterrorist act, and cyberattack is penalized by the Hungarian Penal Code. 
69 Cyberterrorism laws are currently being reviewed (draft)
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Legal2

What are the challenges, constraints or trade-offs (e.g. privacy aspects, legal framework)  you consider
pursuing the problem of cyberterrorism?

Answer Count Percentage

Answer 15 37.50%  
No answer 25 62.50%  

ID Response

4 All the usual questions regarding security in a general way; mainly privacy and loss of
efficiency.

3 .
5 privacy, legal aspects
9 The legal restrictions concerning privacy protection and human rights are not compatible with

the urgency needed for colecting evidence in the Internet or informations systems.
16 In our opinion some constrains exist, like the assumption of competence of the police forces

responsible solely for public order in áreas which are of the exclusive competence of the
Criminal Police (Polícia Judiciária). This behavior could jeopardize all the efforts in preventig
and fighting terrorism and cyberterrorism.

19 I think the principal challenge is being able to communicate in proper time to other police
forces of other countries the suspicious so that an effective action can be taken, since the
possibilities of fleding to other countries are quite large with our EU free border system   

30 Privacy aspects in one thing but more important is that the "cyber terrorist" are always two
steps in advance because creating law is a long procedure. So once the law is there it is
already "old" and not functional any more

31 lake of Public awerness and discussion of concepts,risks, legal framework, etc.
Lake of clear discussion on security issues by governemental agencies
Lake of support to specialist in the field, to change knowledge and take action

41 The necessity to create special units where the human resource have the right education and
traing; Have the adequate equipments to gather information; a international common legal
framework;The various security forces adopt the same safety cyberprevention plan for citizen

42 It is necessary to create special units in this area with adequate human resouces wich must
have the right education and trainning in this field. Aditionally its necessary that this units
must have adequate and special equipments in the area of forensics and in the domain off
gathering and in analysing of information in cyberspace. It´s also fundamental a common
international framework. Finally there must be more cooperation between all the police forces
(National and International)

51 Legal framework is not agile enough to adapt itself to the new strategies and techniques of
digital terrorists.
Another relevant issue is the inherently cross-border nature of the Internet which demands a
very strong international cooperation.

54 The main constraint is the protection of privacy by the law. For instance the data interception
in my country forbids the "Man in the Middle" interception ,even in case of cyberterrorism

62 Privacy is the major issue. Considering mass online surveillance as an investigation tool
could hugely impact on individuals' privacy. Previous intelligence and case-by-case
investigation must be considered to mitigate risks related to privacy violation. 

63 The greatest challenge is attribution. Cyber attacks and impacts can be measured effectively.
However the greatest issue is how/if we can reliably attribute any attack and then procced to
further actions

69 Human and IT resources
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Guidelines1

Does your organization provide a guideline of best practices (program, policies, and procedures) on how
to deal with information related to security threats?

Answer Count Percentage

Yes (Y) 8 22.86%  
No (N) 12 34.29%  
No answer 15 42.86%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Guidelines1

Does your organization provide a guideline of best practices (program, policies, and procedures) on how
to deal with information related to security threats?

                                      page 13 / 69



Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Guidelines2

If yes, which one?

Answer Count Percentage

Answer 7 77.78%  
No answer 2 22.22%  

ID Response

25 We have a 
42 Regulation in the area of security policies, Behavioral rules and measures.
51 awareness measures, security policies, behavioral rules
54 INDRA has deployed tools in security fields like: anomaly detection, pattern analysis,

malware analysis, blacklists, cloud security, data loss preventions. 
Non-technical aspects include: ISO 27001 cetification, policies, awareness measures and
others. 

56 derived from best practices in literature about crime and threat preventions. Them are more
related to avoid exploits thant cyber crime in general.

62 The company is UNI-ISO 27001 compliant, so it could manage sensitive and classified
information regarding its customers and programmes.

63 Best practices for user awareness, computer system hardening, safe browsing, email
handling. 
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Guidelines3

Does your organization provide a guideline of best practices (programs, policies, and procedures) on how
to specifically approach the threat posed by cyberterrorism?

Answer Count Percentage

Yes (Y) 3 8.57%  
No (N) 15 42.86%  
No answer 17 48.57%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Guidelines3

Does your organization provide a guideline of best practices (programs, policies, and procedures) on how
to specifically approach the threat posed by cyberterrorism?
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for Guidelines4

 If yes, which one?

Answer Count Percentage

Answer 2 50.00%  
No answer 2 50.00%  

ID Response

42 Data loss prevention. We are ending Security Policies.
54 INDRA has deployed tools in security fields like: anomaly detection, pattern analysis,

malware analysis, blacklists, cloud security, data loss preventions. 
Non-technical aspects include: ISO 27001 cetification, policies, awareness measures and
others. 
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for BP1

Please indicate only the 3 best practices to counter cyberterrorism.

Answer Count Percentage

Answer 5 55.56%  
No answer 4 44.44%  

ID Response

42 Cooperation and eficient Coordination between Security Forces;
Exange of information and a efective risk management.

51 - Enhancement of international cooperation
- Adapting legal framework to fight against cyberterrorism
- Enhancement of law enforcement capabilities to fight against cyberterrorism

54 1.-Situational Awareness: deploy systems to identify the state of security across the network
2.-Software Security Assurance
3.-Security Training

62 1- Prevent and suppress combating terrorist financing; 2- Improving legal practice and law
enforcement (in order to prevent the commission of terrorist acts); 3- Information-sharing and
cooperation (at national and international level)

63 Cyber Intelligence - info gathering.
Cyber defence in depth.
Synergies and collaboration with other stakeholders.
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for BP2

Do you consider that there is a need to increase the current sharing of best practices among teams
working to counter cyberterrorism?

Answer Count Percentage

Yes (Y) 18 52.94%  
No (N) 1 2.94%  
No answer 15 44.12%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for BP2

Do you consider that there is a need to increase the current sharing of best practices among teams
working to counter cyberterrorism?
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for PlaneIncR1

Does your organization provide a Plan of Incident Response?

Answer Count Percentage

Yes (Y) 6 17.65%  
No (N) 13 38.24%  
No answer 15 44.12%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for PlaneIncR1

Does your organization provide a Plan of Incident Response?
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(1)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Education/Awareness]

Answer Count Percentage Sum

1 (1) 0 0.00% 0.00%
2 (2) 0 0.00%  
3 (3) 1 1.85% 1.85%
4 (4) 7 12.96%  
5 (5) 11 20.37% 33.33%
No answer 14 20.59%  
Arithmetic mean 4.53   
Standard deviation 0.61   
Sum (Answers) 19 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(1)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Education/Awareness]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(2)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [IT & Security Solutions]

Answer Count Percentage Sum

1 (1) 0 0.00% 0.00%
2 (2) 0 0.00%  
3 (3) 3 5.56% 5.56%
4 (4) 7 12.96%  
5 (5) 9 16.67% 29.63%
No answer 14 20.59%  
Arithmetic mean 4.32   
Standard deviation 0.75   
Sum (Answers) 19 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(2)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [IT & Security Solutions]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(3)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Ethical domains research]

Answer Count Percentage Sum

1 (1) 2 3.70% 5.56%
2 (2) 1 1.85%  
3 (3) 8 14.81% 14.81%
4 (4) 2 3.70%  
5 (5) 6 11.11% 14.81%
No answer 14 20.59%  
Arithmetic mean 3.47   
Standard deviation 1.31   
Sum (Answers) 19 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(3)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Ethical domains research]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(4)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Political/Social interventions]

Answer Count Percentage Sum

1 (1) 0 0.00% 3.70%
2 (2) 2 3.70%  
3 (3) 8 14.81% 14.81%
4 (4) 4 7.41%  
5 (5) 5 9.26% 16.67%
No answer 14 20.59%  
Arithmetic mean 3.63   
Standard deviation 1.01   
Sum (Answers) 19 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(4)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Political/Social interventions]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(5)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Critical infrastructures protection/prevention]

Answer Count Percentage Sum

1 (1) 0 0.00% 0.00%
2 (2) 0 0.00%  
3 (3) 0 0.00% 0.00%
4 (4) 6 11.32%  
5 (5) 12 22.64% 33.96%
No answer 15 22.06%  
Arithmetic mean 4.67   
Standard deviation 0.49   
Sum (Answers) 18 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(5)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Critical infrastructures protection/prevention]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(6)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [System protection of servers/PCs]

Answer Count Percentage Sum

1 (1) 0 0.00% 0.00%
2 (2) 0 0.00%  
3 (3) 1 1.85% 1.85%
4 (4) 4 7.41%  
5 (5) 14 25.93% 33.33%
No answer 14 20.59%  
Arithmetic mean 4.68   
Standard deviation 0.58   
Sum (Answers) 19 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(6)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [System protection of servers/PCs]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(7)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Forensic activities enhancement]

Answer Count Percentage Sum

1 (1) 1 1.85% 3.70%
2 (2) 1 1.85%  
3 (3) 2 3.70% 3.70%
4 (4) 5 9.26%  
5 (5) 10 18.52% 27.78%
No answer 14 20.59%  
Arithmetic mean 4.16   
Standard deviation 1.17   
Sum (Answers) 19 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(7)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Forensic activities enhancement]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(8)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Theoretical (cryptography, algorithms)]

Answer Count Percentage Sum

1 (1) 1 1.92% 3.85%
2 (2) 1 1.92%  
3 (3) 3 5.77% 5.77%
4 (4) 3 5.77%  
5 (5) 9 17.31% 23.08%
No answer 16 23.53%  
Arithmetic mean 4.06   
Standard deviation 1.25   
Sum (Answers) 17 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec1(8)

In your opinion, in which domains cybersecurity should be more focused on in order to fight
cyberterrorism? [Theoretical (cryptography, algorithms)]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(SQ001)

 What kind of other resources are necessary?     [Financial]

Answer Count Percentage Sum

1 (1) 1 2.13% 4.26%
2 (2) 1 2.13%  
3 (3) 1 2.13% 2.13%
4 (4) 2 4.26%  
5 (5) 7 14.89% 19.15%
No answer 21 30.88%  
Arithmetic mean 4.08   
Standard deviation 1.38   
Sum (Answers) 12 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(SQ001)

 What kind of other resources are necessary?     [Financial]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(1)

 What kind of other resources are necessary?     [Hardware]

Answer Count Percentage Sum

1 (1) 1 1.89% 5.66%
2 (2) 2 3.77%  
3 (3) 0 0.00% 0.00%
4 (4) 5 9.43%  
5 (5) 10 18.87% 28.30%
No answer 15 22.06%  
Arithmetic mean 4.17   
Standard deviation 1.25   
Sum (Answers) 18 100.00% 100.00%
Number of cases 33 100.00%  

                                      page 41 / 69



Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(1)

 What kind of other resources are necessary?     [Hardware]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(2)

 What kind of other resources are necessary?     [Network]

Answer Count Percentage Sum

1 (1) 1 1.89% 3.77%
2 (2) 1 1.89%  
3 (3) 2 3.77% 3.77%
4 (4) 4 7.55%  
5 (5) 10 18.87% 26.42%
No answer 15 22.06%  
Arithmetic mean 4.17   
Standard deviation 1.2   
Sum (Answers) 18 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(2)

 What kind of other resources are necessary?     [Network]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(3)

 What kind of other resources are necessary?     [Staff]

Answer Count Percentage Sum

1 (1) 0 0.00% 0.00%
2 (2) 0 0.00%  
3 (3) 0 0.00% 0.00%
4 (4) 5 9.43%  
5 (5) 13 24.53% 33.96%
No answer 15 22.06%  
Arithmetic mean 4.72   
Standard deviation 0.46   
Sum (Answers) 18 100.00% 100.00%
Number of cases 33 100.00%  
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(3)

 What kind of other resources are necessary?     [Staff]
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Quick statistics
Survey 647556 'WP6 CYBERTERRORISM'

Field summary for DomCyberSec2(4)

 What kind of other resources are necessary?     [Training]

Answer Count Percentage Sum

1 (1) 0 0.00% 0.00%
2 (2) 0 0.00%  
3 (3) 0 0.00% 0.00%
4 (4) 2 3.77%  
5 (5) 16 30.19% 33.96%
No answer 15 22.06%  
Arithmetic mean 4.89   
Standard deviation 0.32   
Sum (Answers) 18 100.00% 100.00%
Number of cases 33 100.00%  
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Field summary for DomCyberSec2(4)

 What kind of other resources are necessary?     [Training]
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Field summary for DomCyberSec3(1)

What is their cost/effectiveness ratio?     [Developing]

Answer Count Percentage Sum

1 (1) 0 0.00% 1.96%
2 (2) 1 1.96%  
3 (3) 2 3.92% 3.92%
4 (4) 7 13.73%  
5 (5) 6 11.76% 25.49%
No answer 17 25.00%  
Arithmetic mean 4.13   
Standard deviation 0.89   
Sum (Answers) 16 100.00% 100.00%
Number of cases 33 100.00%  
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Field summary for DomCyberSec3(1)

What is their cost/effectiveness ratio?     [Developing]
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Field summary for DomCyberSec3(2)

What is their cost/effectiveness ratio?     [Procurement and operational costs]

Answer Count Percentage Sum

1 (1) 0 0.00% 0.00%
2 (2) 0 0.00%  
3 (3) 4 7.69% 7.69%
4 (4) 10 19.23%  
5 (5) 3 5.77% 25.00%
No answer 16 23.53%  
Arithmetic mean 3.94   
Standard deviation 0.66   
Sum (Answers) 17 100.00% 100.00%
Number of cases 33 100.00%  
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Field summary for DomCyberSec3(2)

What is their cost/effectiveness ratio?     [Procurement and operational costs]
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Field summary for DomCyberSec3(3)

What is their cost/effectiveness ratio?     [Time consuming]

Answer Count Percentage Sum

1 (1) 0 0.00% 1.92%
2 (2) 1 1.92%  
3 (3) 7 13.46% 13.46%
4 (4) 8 15.38%  
5 (5) 1 1.92% 17.31%
No answer 16 23.53%  
Arithmetic mean 3.53   
Standard deviation 0.72   
Sum (Answers) 17 100.00% 100.00%
Number of cases 33 100.00%  
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Field summary for DomCyberSec3(3)

What is their cost/effectiveness ratio?     [Time consuming]
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Field summary for DomCyberSec3(4)

What is their cost/effectiveness ratio?     [Training]

Answer Count Percentage Sum

1 (1) 0 0.00% 3.92%
2 (2) 2 3.92%  
3 (3) 1 1.96% 1.96%
4 (4) 7 13.73%  
5 (5) 6 11.76% 25.49%
No answer 17 25.00%  
Arithmetic mean 4.06   
Standard deviation 1   
Sum (Answers) 16 100.00% 100.00%
Number of cases 33 100.00%  
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Field summary for DomCyberSec3(4)

What is their cost/effectiveness ratio?     [Training]
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Field summary for Need1

  Which are the most important needs that should be taken into account (now and in the future)?    

Answer Count Percentage

Answer 15 50.00%  
No answer 15 50.00%  

ID Response

4 Security policies inside organizations.
5 data and privacy protection
9 Awerness seccions for liders, investigative specialists and experts aproppriate training and

funding 
16 Clarification od competence and the creation of na unit in the Criminal Police devoted to the

cybercrime issues, including cyberterrorism.
19 The computer's mantaining services at my University have a considerable skillfullness in

adopting strategies to avoid cyber attacks namely from virus but they should prabably benefit
from some training refering to more sophisticated attacks 

26 Awareness focused actions and training/capacity buiding 
30 Training and easy steps to undertake in this issue
31 increase public, social and political awerness

Eduction prevantion and social intervention on vulnerable groups
Share of information betwenn several agencies including mental Health, education, etc
beyond securitys agencies. The organazations of small goups of specialist, not only of
security agencies, to evaluate concrete situations of recruitment, to decide the best action
that slhould be tacken

41 The creation of a special unit.Specialized Education and traing of their human resource.
Gathering the capacity to implement the Strategy of the European Union in the area of
cybersecurity.

42 The creation of a special unit with human resouces that should have special and constant
education and training. Our national cybersecurity initiatives must be aligned with the
European Strategy of Cybersecurity.

51 - Law enforcement training
- Citizen awareness
- Legal framework adapted to the new types of digital crimes

54 1) The training of professionals of IT 
2) Deploy Situational Awareness Systems
3) Implement procedures in Software Security Assurance for the development of new
software

62 - Social and economic context in which terrorsism can grow and/or impact;
- Financial resources of terrorist organizations;
- Online proselytism and dissemination

63 Training and development of more efficient tools.
69 Awareness, current patterns, threats, radicalisation. 
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Field summary for Coop1

Are you collaborating or cooperating with the public and/or private sector on cybersecurity technologies?

Answer Count Percentage

Yes (Y) 5 16.67%  
No (N) 10 33.33%  
No answer 15 50.00%  
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Field summary for Coop1

Are you collaborating or cooperating with the public and/or private sector on cybersecurity technologies?
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Field summary for Coop2

If so, please state the type of organization/institute, the level and type of collaboration/cooperation and the
most important benefits and results.

Answer Count Percentage

Answer 4 66.67%  
No answer 2 33.33%  

ID Response

41 All the national and international Security Forces, public and private sectors, academies and
the academies.

42 All the national and international security forces, public and private sectors, academies and
cityzens have also an important role.

62 Type of Organization: Armed Forces; Law Enforcemnt Agencies; Civil Protection and First
Responders; University and Think Tanks; Institutional Stakeholders. 
Type of Collaboration: Provision of Solution and Services; Partecipation in EU financed R&D
Security Projects. 
 

63 1. NATO Cyber incident response center. Information sharing, training, exercises, knowledge
transfer.
2. European Defence Agency Cyber Defence Capabilities development programme.
Common development of cyber security programmes, procedures and capability
development activities.
3. Greek Research and Technology Network.
Technology transfer, cyber range, education and training.
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Field summary for Coop3

Please describe the cooperation between governmental institutions and the private sector in relation to
cybersecurity.    

Answer Count Percentage

Answer 4 66.67%  
No answer 2 33.33%  

ID Response

41 There is a National Cybersecurity Center that promotes and tecnicaly coordinates the action
taken of public and private CSIRTS and Security Forces, making also the risk management.
It can establish also connectios with CERT.EU. 

42 In the area of network and information security there are some organizations responsable, the
most important are :Centro Nacional de Cibersegurança, ANACOM, DGIE (UTIS), CNPD,
Operadoras, etc. In the area of Law Enfocement:Gabinete do Cibercrime, PJ, PSP e GNR. In
the area of the Cyberdefence: Centro de Ciberdefesa e as Forças Armadas. This are the
most important institutions.

62 It's all about information-sharing (about incident and new threats) and knowledge transfert
(from private to public and viceversa) 

63 So far the level of cooperation is very low. There are just some initial discussions on how we
can better gain results and how to design and plan common efforts in the future.
There is some cooperation in cyber defence exercises with volunteer contribution.
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Field summary for Coop4

What is necessary to build-up an effective PP (Public-Private) cooperation-partnership model?   Please
describe your experience.

Answer Count Percentage

Answer 11 36.67%  
No answer 19 63.33%  

ID Response

4 no experience
9 Information share is a "must have" on fighting cyberterrorism so a close PP cooperation or

partnership with well defined rules is very important. 
16 (...)
19 I'm not competent to answer this question
30 No experience on this topic
31 Unfortenly i dont know any portuguease experience on tha subject, however i believe that

partnership it is the best model for complexe issues
41 Specially a common sharing of information  and procedures to potentiated, in time, adquated

responses against Cyber terrorim initiaves.
42 There is a National Cybersecurity Center that has the principal mission to promoting,

coordinating in the tecnical domain the initiatives of the public and private sector, CSIRTS
and Security Forces in the area of Cybersecurity. This center also coordinates management
risk of this entities, helping them build their own cybercapacities.

62 An effective PPP model needs to be precisely outlined by the law. It also needs secure
environment/infrastructure for the information exchange and periodically meeting.  

63 Legislation standards.
Building-up trust.
Financial improvement on behalf of public sector. 
My experience is that there is always an identification of this need (either as lessons learned
of exercises or workshops findings) and usually there are some initial follow-up discussions
but always when it comes to the real development it fails to proceed further.

69 Would have to research in the UK, which could be the nearest policing procedures that we
adopt in Gibraltar
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Field summary for AssessPP1

How do you assess the PP cooperation-partneship model in your country?

Answer Count Percentage

Is sufficient (1) 1 3.33%  
Needs to be improved (2) 10 33.33%  
No answer 19 63.33%  
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Field summary for AssessPP1

How do you assess the PP cooperation-partneship model in your country?
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Field summary for PreventTerr1

Do you follow any guideline(s) to prevent the use of internet by terrorists?

Answer Count Percentage

Yes (Y) 1 3.33%  
No (N) 15 50.00%  
No answer 14 46.67%  
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Field summary for PreventTerr1

Do you follow any guideline(s) to prevent the use of internet by terrorists?
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Field summary for PreventTerr2

If yes. which one?

Answer Count Percentage

Answer 0 0.00%  
No answer 2 100.00%  

ID Response
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Field summary for Domain1

What would you consider to be the three-top best domains to counter cyberterrorism?

Answer Count Percentage

Technological SecurityTechniques (SQ001) 3 17.65%  
Social Policies (Education, Job oportunities, etc.) (1) 2 11.76%  
Legal Framework (2) 5 29.41%  
Cooperation between business sector and government (3) 5 29.41%  
All the items mentioned above (4) 4 23.53%  
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Field summary for Domain1

What would you consider to be the three-top best domains to counter cyberterrorism?
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