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• A research project funded by the European Commission under the 
Seventh Framework Programme aimed to identify current and future 
issues in the fight against cyber-crime and cyber-terrorism in order to 
draw a strategic roadmap for cyber security research

• A detailed snapshot of the technological, social, economic, political, 
and legal scenario on which cyber crime and cyber terrorism do 
develop will be first provided

• Then, cyber-crime and cyber-terrorism will be analyzed in order to 
indentify research gaps and priorities

WHAT IS CYBERROAD?



CYBERROAD ACTIVITIES
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METHODOLOGY
• Social, Economic, Political, and Legal Scenario

Technical solutions alone does not provide a solution to Cybercrime 
and cyber-terrorism problems

• The scientific analysis of legal, ethical, and political scenarios is an 
essential component in the fight against cybercrime and cyber-
terrorism…

• …as well as the analysis of the vulnerabilities and misconfigurations 
of the electronic building blocks of the cyber space. 
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THE CONSORTIUM
10 countries
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THE CONSORTIUM
20 partners

• ITALY
• UNIVERSITY OF CAGLIARI (coordinator)
• POSTE ITALIANE
• VITROCISET
• CEFRIEL

• AUSTRIA
• SBA Research 

• GERMANY
• TECHNISCHE UNIVERSITAET DARMSTADT

• GREECE
• FOUNDATION FOR RESEARCH AND TECHNOLOGY HELLAS (FORTH)
• NATIONAL CENTER FOR SCIENTIFIC RESEARCH "DEMOKRITOS" (NCSRD)
• MINISTRY OF NATIONAL DEFENCE GREECE
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THE CONSORTIUM
20 partners

• NETHERLANDS
• SECURITY MATTERS

• POLAND
• NAUKOWA I AKADEMICKA SIEC KOMPUTEROWA (NASK)

• PORTUGAL
• INOV INESC INOVACAO - INSTITUTO DE NOVAS TECNOLOGIAS 

MINISTÉRIO DA JUSTIÇA - POLICIA JUDICIÁRIA

• SPAIN
• INDRA SISTEMAS S.A. 

• SWITZERLAND
• SCUOLA UNIVERSITARIA PROFESSIONALE DELLA SVIZZERA ITALIANA
• INFORMATIKSTEUERUNGSORGAN DES BUNDES ISB (MELANI) 

• UK
• PROPRS 
• IVARX LIMTED (CYBERDEFCON, CDF)
• ROYAL HOLLOWAY AND BEDFORD NEW COLLEGE (RHUL)
• McAfee UK 
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ADVISORY BOARD

• Dr. Marco Morana (UK) – OWASP

• Prof. François Géré (France) – IFAS (Institut français d'analyse stratégique)

• Dr. Richard Nolan (USA) – CERT® Coordination Center

• Junko Hayakashi (Japan) – JPCERT/CC

• Yurie Ito (Japan) – JPCERT/CC

• Etay Maor (Israel) – RSA

• Leonardo Fiocchetti (Italy) – SELEX Sistemi Integrati

• Giuseppe Vaciago (Italy) – Tech and Law Center
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EXPECTED PRODUCTS

• The project length is 24 months (May 2014-May 2016)

• Products
• Public website 

• Public documents

• Workshops and Scientific Publications

• Generalized Awareness and Training Campaigns 
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• Cybersecurity research roadmap (D2.3) – M24

• Social, Economic, Political, and Legal Landscape Report (D3.1) – M12

• Technology Landscape Report (D4.1) – M12

• Profiles of Cyber-Attackers and Cyber-Criminals (D4.4) – M18

• Awareness and Training Campaign Report (D7.10) – M24

YOU CAN HELP, TOO: http://goo.gl/sVCujg

SELECTED DELIVERABLES

http://goo.gl/sVCujg


CONTACTS
• http://www.cyberroad-project.eu/

• CYBERROAD project management office
Fabio ROLI roli@diee.unica.it
Giorgio GIACINTO giacinto@diee.unica.it
Davide ARIU davide.ariu@diee.unica.it

• CERT Polska info@cert.pl
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