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•  Convergence	of	three	projects	funded	under	FP7	security	call	2013.2.5-1	aiming	
to	define	research	agendas	focused	on	cybercrime	and	cyberterrorism.			
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Context	

•  In	response	to	recommendaSons	made	at	the	joint	first	review	meeSng	of	
the	CAMINO,	COURAGE	and	CyberROAD	projects,	held	at	the	offices	of	the	
European	Commission,	Brussels	on	June	4th	2015	

•  The	three	consorSa	have	undertaken	to	consolidate	each	of	their	
respecSve	outputs	into	a	single,	unified	and	easily	diges<ble	research	
roadmap	that	can	be	disSlled	to	inform	future	works,	related	policies	and	
funding	iniSaSves	that	address	the	challenges	being	faced	by	society	due	
to	the	proliferaSon	of	cybercrime	and	the	threat	of	cyberterrorism.		

•  Here	we	present	an	iniSal	dra^	of	these	topics	across	four	interlinked	
dimensions	Technical,	Human,	Organisa<onal	and	Regulatory.		

•  The	topics	highlight	a	number	of	what	we	collecSvely	consider	to	be	
prioriSes	for	future	research	and	pracSce.	We	do	not	consider	these	
topics	to	be	comprehensive,	but	a	reflecSon	of	the	themes	and	subject	
areas	that	featured	most	prominently	across	the	three	projects.		
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COURAGE	Approach	

•  Develop	a	Cyber	Crime	and	Cyber	Terrorism	(CC/CT)	research	agenda	for	the	
European	Commission	to	significantly	improve	the	security	of	ciSzens	and	criScal	
infrastructures,	and	to	support	crime	invesSgators	towards	enhancing		

•  This	Research	Agenda	will	idenSfy	the	major	challenges,	reveal	research	gaps,	and	
will	idenSfy	and	recommend	detailed	prac<cal	research	approaches	to	address	
these	gaps	through	strategies	that	are	aligned	to	real-world	needs.		
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The	COURAGE	approach	builds	on	three	pillars,	
•  A	user	centric	methodology,	to	idenSfy	gaps,	challenges	and	barriers	based	on	

real-world	needs	and	experiences;		
–  Through	consultaSon	with	more	than	75	domain	stakeholders	and	experts	using	a	wideband	'Delphi'	

approach	to	unpack	the	tangible	'wants	and	needs'	of	society	

•  An	analyScal	and	semanSc	approach,	to	deliver	a	taxonomy	and	create	a	common	
understanding	of	the	subject	with	all	stakeholders;	and	

–  Through	a		comprehensive	analysis	of	exisSng	iniSaSves	and	research.		

•  A	compeSSve	and	market	oriented	approach,	to	foster	pracScal	implementaSons	
of	counter-measures	using	effecSve	test	and	validaSon	soluSons.		

–  To	IdenSfy	tangible	means	to	assess	the	impact	and	quality	of	acSviSes	occurring	as	a	result	of	the	
research	agenda	and	roadmap.		
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Human	Dimension:		
Awareness,	EducaSon	and	Training	
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Human	

CollecSve	awareness	
and	educaSon	for	
increased	societal	
resilience	to	CC/CT	

threats	

•  Focused	on	increasing	awareness	and	educa<on	levels	
at	all	levels	

•  From	‘grass	roots’	iniSaSves	and	naSonal	teaching	
curricula,	right	through	to	improving	the	availability	and	
access	to	specialist	skills	in	Law	Enforcement	and	the	
private	sector.		

•  Considered	a	key	mi<ga<on	vector	for	a	broad	array	of	
vulnerabiliSes		

•  Importance	only	likely	to	increase	given	the	way	in	which	
‘cyber’	conSnues	to	extend	tradiSonal	forms	of	
criminality.		

•  Cited	as	important	dimension	across	different	
stakeholder	groups,	and	by	agencies	such	as	ENISA	and	
Europol	in	annual	threat	assessments.	
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Workshop	Results:	Urgency	
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AnS-malware	Research	
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and	educaSon	for	increased	
societal	resilience	to	CC/CT	
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Advanced Sciences and Technologies for Security Applications Advanced Sciences and Technologies for SECllI'lty Applications

Babak Akhgar- Ben Brewster Editors

Combatting Cybercrime and Cyberterrorism
Challenges, Trends and Priorities

This book comprises an authoritative and accessible edited collection of chapters of
substantial practical and operational value. For the very first time, it provides security
practitioners with a trusted reference and resource designed to guide them through
the complexities and operational challenges associated with the management of

B b kcontemporary and emerging cybercrime and cyberterrorism (CC/CT) issues. a a

Benefiting from the input of three major European Commission funded projects the B
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book's content is enriched with case studies, explanations of strategic responses and
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contextual information providing the theoretical underpinning required for the clear
interpretation and application of cyber law, policy and practice, this unique volume
helps to consolidate the increasing role and responsibility of society as a whole,
including law enforcement agencies (LEAs), the private sector and academia, to tackle
CC/CT. It?‘This new contribution to CC/CT knowledge follows a multi—disciplinary philosophy
supported by leading experts across academia, private industry and government
agencies. This volume goes well beyond the guidance of LEAS, academia and private .
sector policy documents and doctrine manuals by considering CC/CT challenges in a
Wider practical and operational context. It juxtaposes practical experience and, where Q
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appropriate, policy guidance, with academic commentaries to reflect upon and illustrate j
the complexity of cyber ecosystem ensuring that all security practitioners are better (D
informed and prepared to carry out their CC/CT responsibilities to protect the citizens : .
they serve. 2
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ISBN 978-3-319-38929-5

9 783319389295 ® Springer
> springer.com

•  Again,	brings	together	the	outputs	of	
COURAGE,	CyberRoad	and	CAMINO.	

•  	In	total,	16	chapters	divided	into	four	
secSons.		

•  I:	Approaching	cybercrime	/	
cyberterrorism	research		

•  II:	Legal,	ethical	and	privacy	concerns	
•  III:	Technologies,	scenarios	and	best	

pracSces	
•  IV:	Policy	development	and	roadmaps	

for	cybercrime	/	cyberterrorism	
research	

•  Will	be	available	in	Sme	for	the	final	project	
reviews	in	June	2016	
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Sustainability	through	CyberConnector	
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•  CyberConnector	is	an	online	space	open	to	private	organisaSons,	
public	administraSons,	CERTs,	law-enforcement	agencies	and	
individuals	to	create,	enhance	and	collecSve	knowledge	to	
improve	cyber-security.	

•  HosSng	different	communiSes	focusing	on	the	fight	against	
botnets,	cyber-risks	assessment,	social	vulnerability	assessments	
and	more,	CyberConnector	hosts	communiSes	focusing	on	the	
detecSon	and	miSgaSon	of	botnets,	assessing	cyber-risks,	
idenSfying	needs	in	fighSng	cyber-terrorism	and	on-going	
collaboraSve	European	projects.	
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To	Join,	visit	CyberConnector.eu	and	click	‘Ask-for-an-Account’		
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