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Ngo & Paternoster, 2011)

 



 



 

 

 



 



Cyberstalking => [( Psychological) AND (Individual) AND (Enabled)]  
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1 The sources for these figures are listed in website format at the end of the references section. 
2 Estimate of average - range is up to 0.9% of GDP - high-income countries incur higher losses. 

3 Based on share to EU GDP. Figures on GDP are available on the IMF website https://www.imf.org/external/data.htm 
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4 Result from Google browser search (13 Feb 2015) 
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6 Available . 
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7 Example: Office of the Information and Privacy Commissioner of Ontario, Canada, Guardent and 

PricewaterhouseCoopers, (2001). Privacy diagnostic tool workbook and FAQ, Office of the Information and Privacy 

Commissioner of Ontario, Canada. (Accessed November 2014): http://bit.ly/gAhbsN and http://bit. ly/eaHrMv. 

8 Example: RFID PIA framework adopted by the EU: (Accessed November 2014): 
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wp180_annex_en.pdf  

9 Example: The ISO/IEC 27005 standard Guidelines for Information Security Risk Management. 
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10 Example:  The PACT project Privacy Reference Framework for Security Technologies (PRFST) and Decision 
Support System (Accessed November 2014): http://www.projectpact.eu  

11 Example: The PRISMS project decision support system (Accessed November 2014): 
http://prismsproject.eu/?page_id=13  

12 Example: The SURPRISE project theoretical framework (Accessed Novemebr 2014): http://surprise-
project.eu/research/  
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OASIS Privacy Management Reference Model (PMRM) TC, (Accessed November 2014), http://www.oasis- 
open.org/committees/pmrm



 

 

 



 

 
 

 

Cybercrime 
YEARS 

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 

Nº cases investigated 466 590 862 1652 3021 3353 3992 5143 5069 5461 

Nº Criminal complaints 

submitted directly in PJ 266 312 418 841 1315 1444 1619 1771 1823 2270 

 

 
 

14 This table shows us the evolution of numbers of PJ investigations and complaints directly communicated to PJ. These 

data relate only to computer crimes and that the crimes perpetrated with a computerized system resource. 
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15  Qualification common types of crime through computer: Computer fraud (art.221 C.P. and 5 L.C.I.) and Computer 
damage (Article 5. LCI should relate to 212 and 55 CP) 
16 Council Framework Decision no. 2005/222/JHA, of February 24, 2005, on attacks against information systems 
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17 The Directive on electronic commerce, despite the name, does not regulate the entire e-commerce: leaves large areas 
open. On the other hand, it deals with issues such as e-procurement, which only has regular sense as a matter of 
common law and not just commercial. 
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18 http://cibercrime.pgr.pt/gabinete/gabinete.html 
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http://report2014.group-ib.ru/ 

http://www.idc.com/prodserv/maps/securityproducts.jsp 

http://www.internetlivestats.com/internet-users/ 

https://www.ripe.net/internet-coordination/press-centre/understanding-ip-addressing 

http://www.itu.int/en/ITU-D/Statistics/Pages/facts/default.aspx 

http://www.botsvsbrowsers.com/ 

www.barracudacentral.org/data/spam 

www.spamhaus.org 

http://www.av-test.org/en/statistics/malware 

http://www.akamai.com/html/technology/dataviz1.html 

www.squidblacklist.org/downloads.html 

https://www.shadowserver.org/wiki/ 

http://hostexploit.com/?p=reports 


